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A INTRODUCTION ' " 

" In his Marches, 1973 opinianl^ affirming /the statutory 
and- Commonv.law right oft a s'tydent and a student's parents to*, ' * 
examine public school records concerning the student. Attorney 
General Israel Packel notell !i:hat nearlyi three-fourths of the public * 
schools were without any guidelines controlling , the release of in- 
formation I'ro^ a student's filfe:' The^complete opinion of the 

Attorney General is contained in a memorandum relea'sed by Donald M. ' 

f . / 

Carroll, commi.ssi'oneT of Ba^ic JEducat icyjj, on April 12, 1973, 

Student files contain in^formation covering nearly ev.ery 

phase of a ^tudent's e>5istence. In addition to academic ' records , 

c Student' files often contain data from pejtsjDnality , psychological 

and intelligence tests'; health records; reports from school psycbo- 

logistsf reports by guidance counselors; arid ancedotal record's and 

evaluations by teachers and adminis.trators , Much qf this informa- 

/ * • - " t ' \ ^ ' 

Vlon is of a pearstfnal and. private nature, and if improperly released, 

could operate to the prejudice or impairment of the student's reputa- 

ti'on or personal^ security . Where that result cpuld occur/ Pennsyl- 

vania's "Right to Know" law, 65 Purdon's Statutes | 66.1, restricts 

the release of information, 

' ' * Guidelines are needed for ^the collection and dissemina- 
tion of thp information contained in a stude.nt.'s file, to insure 
that the student's right to privacy is not invaded when the informa- 
tion is gathered, nor when it is released. Guidelines are needed to 
help school authorities to determine which officials can have access 



» to a studen,t's file, and 'to determine ^bw -much of the 'file shall 
be open for inspection. GuideSdnes axe needed to. protect both^ the . 

. student and the school of f icials^wheji inforn\ation concerning^ the 
student is requested by schopls, businesses, or O'ther third parties. 

Tol help provide answers to these and <ofher problems, tho^ 

Attorney General recommended that the "Guidblines for tl\p- Collection 

/• ' ' * * ^ 

and Dissemination of Pupil Records," prepared by the Russell Sage 

Foundation, be used^as^the basis for. an ^^pp4oach to the problems 

posed by student records. • * - ^ ' ^ 

A set of guidelines^ was subse'qiiently prepared-and sub- , 

. mittod to the State Bdard of Educ|ation. Ori July 12, 1974, tl)e Board 

adopted regulations governing pupil records policies.' In those regu*- 

lations, the Board nested that the district's pl^n, for .pupil records 

should* be in conformity with the aforefnentioned^ guidelines . Follow- 

Xng is the cpmpljDte text of jthe State Board of E'dW>ation Regulations 

and the accompanying, document entitled "Guideline^ for the Collection, 

^ ^ , % . " 
Maintenance and Disseminatidti .of Pupil Records." * 
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REGULAT'IONS OF THE STATfe BOARD OF -EDUCJATION 

' (Adopted'July 12, 1974) 
. 'I ' • , . 

PUPIL. RECORDS- 



Table of Contents 



I 12.31 General requirem-ents . 
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§ 12.31. General requirements. 

(a) Each boaTd ofi school direct/rs shall ado^ta plan for ^ 
the collection, mainte/artce ; and dissemination of pupil fecords 
and submit the same ta' the Department of" Educationr f or approval 
x>n or before September 2, 1975. 

./ ^ -x. . ^ 

(b) Updated copj^es of the adopted plan shall be forwarded 

to the Department of Education for approval once every three years 



I 12. 32. Elements of the plan. 

The. plan for pupil re/ords shall conform t^o the "Guidelines 
for the Collection, Maintenance, and Dissemination of Pupil Records 
(s&Q Exhibit 1), except that a school district may modify the guide 
lines, with the approval of the^ Secretary of . Education, to conform 
with local policy. 
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. PROPOSED PRIN.CIPLI!S FOR THE MANAGEMENT OF SCHOOL RECORDS 
• ^ I ♦ (Exhibit 1) ' w ^? 

• ' . . ^ \ , ^ , ^ . 

/ Schools typically maintain extensive and ' intimate infor- 

mat ion about pupils 'and their families, for legitimate educational 

purposes including instruction, guidance a^id- r^learch. ' Neees'sarily , 
^ * ' ^ ' 

tfic collection and maintenance of* any information! aboii't; a pVipil ^or j 

^ ' ' • . . , ? \ * ^ ' ' , ' /\ . 

his famrl-y.^ constitutes a, {Potential intrusion on^privacy. At' fhe 



same time, .-ociety, by its approval of otir educational irtstitutionsx 

lei^^timi^es such intrus ion.5 /:it least in 'those cas,€^where the in- 

^ " . ,J ^ ^ , 

formation collected can be\demonstrated to^be necessary for the' 

: . \ ^ { 
c^ffective performance- of designated educational functions. ^ 

V , .There are clear im^cations, however, that current prac- 

tices of r>chools and school personnel relating to the collection, 

?^ 

ma^ints^nance, use ajid dissemination of information about pupils 
thi^aten a ^tlesirable balance betiveen the individual's right to ^* 
privacy and t|ie school's stated need to knois^. Specifically, we 
♦nay point to the following^ exaitipleS ^f potential abuse: 

' Information ^bout both**pupils and their parents is often 
coiajcctcd by schools without the informed consent of eithefTchil-dren 

or theiT parents. Where .consent is obtained for tjje collection of 

,. ^ ' ^ - ^ ^ * - 

informat.on for one purpose, the same inforn^ation is often used sub- 

s-eq'uontly for other purposes. For example, informatigji collected by 

'. . ■ - 

a ctjunselor for iJse in' guiding students is sometimes release*', with- 

/ ■ 

out consent of , students or parents, to a college or employer for use 
in s.electing studenfts. • , 



Pupil's 'and parents -typically have little or, at bdst, 
incomp^lcte knpwledge ^£ wh^t- information about them is contained 
in school records and what' use is ma^e of this information by the 
.."•school l/ot example, tVache:^. or counseloT fevaluations of . a pupil's 
character and personality traits ijiay bd incorporated' into the pi^-i1 's 
permanent record, , without parental knowledge, and used subseque^ly' 
.as^a^basis fbr a 'college -recommendation; ^ 
, Parental -^nd pupil actess to school records typically, is >^ 

limited by schools to the" pupil's attendance and achievement record 
(including standardized achievement 'test scores). For example, in- 
telligem:e test scores," personality data, and teacher and counselor 
reports, are usually withheld 'from both parents and pupils. 

•The secrecy with- which school records usually are main--, 
raiived "makes difficult any systematic assessments of the accuracy 
of information contained therein. Formal procedures permitting 
parental or pupil challenges of allegedly erroneous -in^ormation do . 
not exist. An unverified allegation of misconduct may "therefore , 
for example, become part of a pupil's -permanent record, 
t Procedures governing the periodic -destruction of outdated 

or no longer useful" information do not exist in most systems. More- 
over,* the cumulative nature of most record-keeping systems makes a, ^ 
fresh start difficult 6r impossible for most pupils. 

Within many school systems few provisions "are made to pro- ^ 
tect school -fpcords from examination by unauthorized school personiiel. 
Thu's, for example, a teacher' may usually obtain access to a pupil's 
record file, whether or not the pupil is a student of his, and without 



demonstrating a legitimate need for the, information,. 
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Access* to- pupil records by nonschool personnel and repre- 
sentatives of outside agencies is, for the most part, handled on an 
ad hoc basis. Formal policies governing access by law enforcement 
officials, the courts, potential employers, colleges, researchers, 
and others do not exist in most school systems. For example, in - 
.many school systems, a pplice official may obtain access to a pupil's 
record file. 

Sensitive and intimate information collected in the course 

of teacher-pupil or counselor-pvipil contact's is not protected from 

( 1 
subpoena by formaJ. authority in most states.-^ » 



^ Act 287 approved by Governor Shapp on December 6, 1972, 
reads: 1 

Section 1319. Conf idential/lty of Student Communications. 
--No guidance counselor, scfiool nurse or school psycholo- 
gist in the pqblic schools or in private or parochial 
schools or other educatiojial institutions 'providing ele- 
^^mentary or^X^condary educ'ation, including any clerical 
worker of such schools ^n^ institutions, who, while in 
the course of his professional duties* for a guidance 
counselor, school ;iurse or school* psychologist, has ac- 
quired information froii^a student in confidence shall be , 
compelled or allowed w^^thout the consent of the student, 
if- t.he student is eightjeen (18) "years of age or ov;er, or, 
if the student is under the age of eighteen (18) years , ^ 
without the consefiiit of his or her parent of legal guardian, 
to disclose that information in any legal proceeding, civil 
or criminal, trial, investigation hefope any grand, traverse 
or petit jury, or any officer thereof, or before any com- 
njission, department or bw6au of this Commonwealth, or ^ 
municipal body, officer or committee thereof. Notwithstand- 
ing the confidentiality provision of this section, no. such 
person shall be excused or prevented from complying with 
the act of August 14, 1967 (P.L. 239), entitled "An act 
relating to gross physical neglect of, or injury to, child- 
ren under eighteen years of age; requiring report^s in 'such 
cases by examining physicians or heads of institutions to 
county -public child welfare agencies; imposing powers and 
duties on county public child v/elfar-e agencieis based on 
^such reports; and providing penalities.'* 

±0 ' , 



It is our opinion that these deficiencies in record- 
keeping policies, taken together, constitute a serious threat to 
individual privacy irv the United States. These deficiencies also* 
interfere with the effective functioning of our educational insti- 
tut ions in that school adminis^trators , *if they are to continue to 
obtain information necessary for the effective. performance of 
thci-r duties, must maintain the good will of their clients who 
voluntarily supp^ly such information. We therefore hope that school 
authorities will^ review their currjent record-keeping policies in 
light o'f the following proposed guidelines, and, where appropriate, 
revise them in such a way as to strike a balance between the need 
for educationally relevant information about children and the pro- 
tectipn of individual rights to privacy. 




COLLECTION OF DATA 



• • 

1.0. We begin, and urge school authorities to begin, from. the 

fundamental principle that'^no information should be collected 
from students without t^ie prior informed consent of th'e child 
and his parents. 

- ' *: ' 

• 1.1. Such consent may be given either individually ar through the 
parents' legally elected or -appointed representatives (for 
example, tl^e Bodrd of Education) depending on the nature of 
the information to. be collected. 

1-2 With respect to conditions under which individual' as opposed 

to representational consent . should be required; we acknowledge, 
first, th^t it will not always be possible to obtain th6 sepa- 
rate consent of evety parent for every data gathering .process, 
and that /the approval of such proces'se^s by appropriately elected 
representatives (whether a^leg.islature, a ^chool board or other 
body) will in some situations adequately satisfy the principle 
* of consent. We do not believe that it would be appropriate to 
endorse rigid formulae for the identification of situations in 
which representational consent will be sufficient; it is enough 
• ^ for present purposes to emphasize two contrasting benchmarks: 

1.2.1 ^ On one hand, we have concluded that representational consent 
will, for example, ordinarily be sufficient in situations 
involving aptitude and achievement testing (whether stan- 
dardized or informal) and reporting of skill and knowledge 
outcomes in the subject-matter areas now within the custom- 
jkry curricula of the public schools. 

On the other hand, we believe that programs of personality 
testing and assessment, for example, should proceed only 
with the informed individual consent of each child and/or 
his parents. (See i .5 and 4.6} THe test or assessment 
itself should not b*e shown to-^he child or his parents, 
although representative questions not included in the 
scoring or . evaluation may bo' shown. Moreover, individual 
consent should be an absolute' requirement before informa- 
tion, other than that required for pupil identification, 
concerning a pupil's family. is obtained (for example, 
ethnic origin, religious beliefs, income and occupational 
data, |iusband-wif e relations, and the like), or before any 
information not directly .relevant for educational purposes 
is solicited from the pupil or his parents. 

Classification of irtformation-gathering procedures falling 
somewhere between these two extreme ; for example, habit/ 
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skills tests or vocational interest .inventories , sho.uld 
' , ■ be undertaken .by each school system, with parents being 
notified of the result of all such -decisions . 
: ■' 
1 3 No statement pf consent, whether individual or representational 
should be hindimg^ unless it.-is freely given after: 

1.5.1 The parents (and students where appropriate by the prin- 
ciples'described') have been fully inforjmed, preferably 
in writing, *a*s to^xthe methods by which -the information 
I wrll '.be .col">Lected'; the uses to which it will be put; the 

mothftds-'by whidh it will be recorded a'nd maintained; .^the 
time -period for which it will b'e re-tained; and the- persons 
' .to (^hom it wii'l be available, and under what conditions, or 

.2 - The reasons* fio the impossibility or undesirability of 
*" * such explana'tiuns ;.have beeni-pT;esented. 

I. I In all situations where individual' co.nsent is to bj obtained, . 
it should be in writing. 
% . .' 

1 3 Where ind ividual . uonsent is require'd, 'the student's consent 
-should- also be qbtain-ed'/whcsre he is reasonably competent to 
. understand t;he nature and consequences of his decision. (See 
•a,l?o 4.6) 
\' ' ■ 

I 6 • r'^n* situations in which ro-presentational consent is sufficient, 
' students anii their" parents shouM b'e .informed in advance, by 
school officials, p'erhaps annually or biannually, of the pur- 
poses and character of the data collections. Moreover, they 
' Miduld be guaranteed reasonable oppor^tunities by the represen- 
' , tational agency (f.or e^xample, the School Board) to contest the 
necessity or desirability of .particular data collection pro- 
cesses, or propos^ed use of such data. We emphasize, however, 
that the decision of t^hc representation;^! agency is, subject 
to higher authority or judix:ial review ,-':binding on all students 
-and parents, "whether or not- they might individually have con- ■ ,^ 
\sented t'o t.he'^collection . (See also 1.3) 
~ 5 ' ^ ' '' 

We reco'gnize that certain special problems are presented by data -J 
gathering in individual ^situations . Illustrative here are mter-V 
vie'AS or diagnostic 'tests by the^school counselor, social worker,^ 
nurse, psychologist, school principal, etc. While the foregoing 
recommendations on infdrmed consent should.be applied m tnese 
situations where possible, there are .specilaj. , problems to be re- 
sol^ved. In most of this class of situations, the requirement 
of informed consent cannot be met, perhaps ^because o± the a^c 
of the student, ot the .unforeseeable course of the ^i^^erview 
process. Moreover, in' many schools there is, an element of dures^ 
in tilt the student feels obliged to participate in the situation. 
The principles advanced by the' conferees for these situations | . 
as follows; • ' 

.J '■ - 13 ' 
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1*7.1 The professional should inform the student as fully as 

possible^, consonant with his prbfessioual responsibility, 
and the 'capacity of the student'' to ^unders$anS the impli- 
cations of the situation, about the -data that are likely 
to be obtainedr ' and 

1.7.2 should stress the voluntary character of' the student's 
participation. 

1.7.3 Where reasonable doubt exists Nabout the capacity of the 
student to understand the implications of the situation, 
either because of the student ' s -age or other circumstances, 
parental permission should be sought first. Moreover, . / 
where a student clearly in need of intervention declingjs 
to participate, the professional should seek parental con- 
sentv 

1.7.4 In either case, if parental consent is not given, further 
steps to provide assistance (including resoTt to the cojn- 
pulspty machinery of the school; for example, visits with 
the principal, sanctions, and the like) should be initiated 
only if the counselor or guidance officer: 

a. Is entirely convinced, giving full attention to 
the privacy interests involved, that interven- 
tion is imperative; 

b. Both the student and his parents have been fully 
informed, so far as that is possible; and 

c. Appropriate school authorities (See 3.3) have consented. 

1.7.5 It should be noted that the difficulties in meeting the 
criterion of informed consent in this type of situation 
place unusual stress on the proper management of recording 
of information and control over dissemination. (See 3.0- 
3.4) 

1.8 Where the data are to be collected for nonschool purposes, 

either by school personnel or outsiders, as in the case where 
it is, proposed that the student population be used as subjects 
in medical or social science resealrch studies, then* the above 
recommendations also should be fully applied, with the further 
provision that prior informed consent must be obtained from the 
responsible school auth.orities . 

# 

/- 1.8.1 In cases where data are^ to be collected under conditions 
/ ^.o£ anonymity, this fact should not relieve the collecting 

* agency of the obligation to obtain the appropriate form of 
consent. In addition, we urge school authorititss to estab- 
lish procedures for regulating the collection of such data; 
including: 

O 10 
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a. Timel/ notification to students and their parens 
that their participation in any aspect q£ a-ny such 
data collection is entirely voluntary, and 

A : 

b. Careful reviews of the instruments and procedures 

to be use^ for any such data collection to determin^e 
whether the methods and/or inquiries constitute a 
' significant potential invasion of privacy, even though 
the data are to be' * collected under conditi43ns of anony - 

. School authorities may, for example, conclude that the topic 
to be investigated are so intimate or likely to be so embar- 
rassing to the students involved that an invasion of privacy 
will occur even under conditions of anonymity. In any such 
situation, prior inforftied individual consent should be re- 
quired. 
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CLASSIFICATION AND MAINTENANCE OF DATA 



2.0 -The total set of student personnel data extant in a school at 
a given time ranges from tentative uncorroborated reports oh 
alleged student behavior to highly stable information. To 
illustrate: On one end of the continuum a memo may contaiti a 
report or allegation that 4 particular student^'molested a child, 
. disrupted a class, or wept 'for several hours yesterday; at the 
other extreme records v;ill show that a student has completed 
grade five, that he received a specified score on a nationally 
standardized test, and that he has^ a -particular attendance 
record. These differing kinds of data require d'iffering arrange 
meats for security and access. - \-i 

2-1 ' Cat egory ".V' Data : Includes, official administrative reco-rd.s 
that constitute t'he minimum personal data necessary for opera- 
tion of the educational system. Specifically we t^ke this to 
mean identifying data (including names^and address of parents 
: or guardian), birth date, academic work completed, level of 
achievement (grades, standardized achievement test scores), 
and attendance data. 

2*1.1 ' These records should be maintained for at least 100 

years, subject to the conditions set forth in 3.0-3.3. 

2.1.2 Conditions of access to these data are given in 4.0- 
4.9., 

. 2.2 Category "B"'Data: Includes verified^ information of clear im- 

portance, byt not absolutely necessary to Uhe school, over time, 
in helping the child or in protecting others. Sbecif ically v 
scores on standardized intelligence and aptitude \tests , interest 
inventory results, health data, family background ^formation. 
Systematically gathered teacher .or counselor ratings^and obser- 
vations, and verified reports of serious or recurrent behavior 
- patterns are included "this category. 

2. 2 A " Great care must be exercised by the school to ensure 
the accuracy of Category "B" data. < In/'particulalr ; 
reported behavior ^patterns and speciMc ijicidentj 
I must be unambiguously described a.nd clearly verii 

before they bec'ome part of -any continuing record/ 
(See ,2.3.1) ^ '1^^ " / ; , j, 

2.2.2 School systprts should 'give serious consideration to t-he 
elimination of unnecessary Category data at^periodic 
intcrrvaTsj for example, at points of transit ion- from 
elementary to junior high school - and/?rom junipr'^high to 
high school.* In any case, tPies'e records shouM ^e de- 
stroyed, or else , retained only und.^r conditioi^s of 
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anonymity, (for research purposes) when the student 
leaves school. Exceptions, may be made wher^e. Under 
rigorous stgjndards and impartial judgment, ^ood c^use 
for their 'retention can .be shown. (Se§ 3.4) . ' ' 

2.2.3 ' Conditions of access to these data are set forth in ' f 
4.0-4.9; .Parents should be periodically informed of 
the content of these ^records and their right of access 
to these data. * 

2.3 Category Data : Includes potentially useful information 
but not yet verified or clearly needed beyond the immediate 

^ - present; for example, legal 9r clinical findings^ including 

certain personality test results, ^and unevaluated reports of 
teachers, counselors and others which may be ri'fee*'ded in ongoing 
investigations and disciplinary or counseling actions. 

2.3.1 Such data should b.e reviewed ,at least once a year a-nd. 
destroyed as soon as their usefulness is ended; or 
transferred to Category "B". Transfer to- Category "B" 
may be made only if two conditions* are met, namely, 

1. The contiT\uing usefulness of the information 
' . , is' clearly- demonstrated, and - 

2. Its validity has been verified, in which case 
parents must be notified and the nature of .4:he 
Information explained. 

Formal procedures for validating information and pro- 
tecting the interests of students and parents at this 
stage are set forth in 3.3. * i 

^^.3.2 T£, for any reason, temporary unevaluated data are held 
/ .for more than a ye^r, the existence of these- data must ^ 
be discussed 'with the parent and the reason for their 
"^maintenance explained fully. Parents then should have 
an opportunity to challenge the decision to maintain such 
^ data through -procedures outlined in 3.3. 

2.4 Confidential, Personal Files of Professionals in the School 
(school psychologist, social workers^ counselors): We recog- 
nize that, in some instances, pt^of essionals working in the 
school may maintain personal and confidential files containing j 
notes, transcripts of interviews, clinical diagnoses, and other • 
memory aids for their own use in counseling pupils. Any ai)d -all ^ 
data that. are considered to be the personal property of the pro-- 
fessional should be guarded by the rules given above in addi- 
tion to those dictated by professional ethics, subject to the 

\terms of the employment contact between the school and the pro- 
'fQSsional and any special agreements made between the profession-^ 
al and individual parei^tSi and/or students'. 

I ,3 S. 
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' ^ . ADMINISTRATION OF SECURITY 

3.0 It- is recommended that schools designate a director of 

guidance to be responsible for record maintenance and access/ 
and to educate the staff about .maintenance and access policies. 
All school personnel having access to^records should receive 
periodic training in security, with empha§isi»upon privacy 
rights of students and parents. • 

3%1 Records should be kept under lock and key at .all times, under, 
the- supervision of 1:he designated prof essiofial . 

3.2 (Computerized data banks pose special problems of maintenance,-^ ^ 
^ si^curity, and access not fully dealt n^?ith by these Guidelines . 

These problems should be fully explt)red and procedures developed 
for dealing with them, with the understanding that use^of ex- 
ternal data banks for ^ record-keeping should be in accordance ^ 
with all. procedures outlined in these Guide lines . 

' 

a\ .3.3 Formal procedures should be established whereby a student 6r , 
his parents might challenge the validity o£ any of the infor- 
mation contained in Categories "A" or "B." (See 4.7. 2) 

.3.3.1 ^ It is recommended that the school create a quasi -judi^sjial 
t • ' revi'ew panel composed of qualified professional pe^s6nneF 

to determine the validity, of Category "C" data', and to , 
'provide for parental challenges of such data on occasions 
where their .transfer tO^Category "B" is held ^o bje desir- j] 
able. Panel members should not be limited^to schQol 
employes . v / I 

^.3.2 With respect to both challen^jes and verifications, parents 
and students should be g-iven rights tONCounsel, to present 
^ evidence and to cross -exg^mine witnesses. 'Further, parents 
should receive written notice of these proceedings and 
should be given reasonable time to prepare for them. 

\V 

3.3.3 Provision should be made for an annual review of all data ^ 
rjetained in Categories "B" and "C". The principle that 
^ ^ gSo'd cause must be shown for the retention ot any, of these 

data should be followed. Parents should have an .^opportunity 
to challenge^ the decision to maintain such data thraugh pro- 
cedures outlined above. 

3.4 , Current practice of 'maintaining Category "B" data, with iccoip- 
' panying identifying information, after the student leaves schc^i, 
often njakes possible the use of these data ,for retrospective 
research studies. Significant value may accrue to socieTy as 
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well as individuals from the results of sucK studies. There- 
fore it may be that, in some cases, the maintenance of such 
records after the child leaves school is justified. However, 
the difficirlty of maintaining such data' under secure condi- 
tions, the inability to foresee the value of 'future research, 
the difficulty in defining and obtaining informed consent ^ 
when the data are collected initially, and the ultimate threat 
to individual privacy all militate against such policies. Wo 
therefore urge school systems to review their policies regard- 
ing long-term maintenance of such data and to establish proce- 
-^-ujres ^ertadnii^g to consent, security, and access fully con- 
sonant with the general principles outlined above should they 
decide to* retaiti identifiable information. 
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, . DISSEMINATION OF INFORMATION REGARDING 'PUPILS ' . 

4.0 As indicated In previous sections, all' information regarding', 
pupils and their families should be collected aiia maintained - 
ulider such safeguards of privacy as may be obtained through 
informed consent, verification of accuracy, limited access, V 
selective discard, and appropriate use. As long as the data 
are retained^ within- the school, it can implement these prin- 

[ ^ ciples with 'some flexibility of procedures. The school, 

however, is often asked to transmit student information to 
other agrOncifes, institutions, and even 'jsndividualjs . Such re- 
"questi^^ome from schools", colleges, employers, courts, police, 
* social agencies , ^^nd sundry others. Since conYeyance of 

records removets-the da^^a f rom<* cent rol of the sphool, much more 
strtngent precautions are required to protec^-the rights of 
the student aga^ivst infringement of privacy , "'misintcrpretatapn 
of data,, and inappropi^iate use. 

4.1 The school may' , without conserit of parents ^^r students, release 
a student's^ permanent record file, including Categories VA" 
and "B"' defined above, to1 - 

4".1.1 Other school officials., including teachers, within 
. thb disti;ict who have a legitimate educational in- 
^ ferest. All schoo/L personnel desiring access to pupil 

^ • " records, however, Should be reqi^ired to sign a written 

A . ^ form (see Sample Form C) which woulS be kept permanen^t- . 
ly on file,* indicating specif icaJLly ' the ''legitimate 
^ educational ' interest" that theyliave in seeking this 

information.' Such a file would be available t^o parents 
and the school of f icial ^responsible for record main- ^ . 
tena^\je (see 3.0) as a means of auditing the operation* 
of the^system.' ? , ^ • > 

4.1.2 the state superintendent and his officers or subordi- 
nates, so ^long as the inten^d use 'of the data is con- 
sistent i^ith the superintendent's statutory powers and 

^ responsibilities. (See also 4.9) ^ 

4.1.3' To officials of other primary or secondary school sys- 
tems in which the student intends to enroll, undef the 
, ' condition that the s^tudent's parents be notified of the 

transfer, receive a copy of the retord if desired, and 
have an opportunity to challenge the record's content 
* via a specified juoicial-like procedure^. (See 3.3, 4,7 

» and Sample Form D) , • j 

4.2 \he school or any school personnel may not divulge, ^in any form, 
» ' to 'any ^persdYis other th.an those listed m 4,1.1-4.1.3 above, 

^ ^ any infarmation contained in school records except: 

...... 16 • 
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4* 2.1 With written consent from the student's parents 

^ specifying records to be released, and to whom, t ' 

and with a copy of the records to be, released * ^ 

to the student's parents*- and/or students if de- 
sired by the parents, or 

4.2.2 In compliance with judicial -order-^, ' or orders' of • . 

"\ administrative agencies where those agencies- have; , ' 

the power of subpoena. Parents and/or students t ' ^ 

should be notified of all such orders and the' ^ ) , 
school's compliance, ^ . ' ' 

.4;'3 Where parental and/or student permission is required for 
the release of school records, procedures for obtaining 
**this permission should takQ. into account the di^stinctions 
made in 2.1-2.3 regarding differences in the kinds of data/ 
contained in a student's record fiJXe, as follows: 

4.3.1 Routine, nonspecific '(with respect,^o information 

to be released), consent applies cmly* to Category ^ 
"A" data. (See 2.1) - ^ 

4-^3.2 Additional, separate, and. specific (with respect, 
to information to be released) periiiissron should . 
be re'quired for the release of a,ny data in Gate- 
^ gory "B". (See 2.3) - . ' - 

4.3.3 Under no conditions, except as in 4.2.2, should the 
school release information in Category "C." (See 2.3) 

4.3.4 Under no conditions, except as in 4.2.2, should the 

. * school release information gathered by any nonschool. 
agency, but included in the school record, with the 
exception of birth date. This would include, for 
examp}.e, the report of -a caseworker concerni'ng con- 
'ditipns in the pupil's home, etc. 

4.,"4 Each matteV of requesl!: for consent must be handled separately; 
. for exairj)le, blanket permissions for release of data within an 
/extended period of time may not be solicited since they, by 
definition, do not provide, an opportunity for informed conisent. 

4.5 The school may comply with parental requests for the release of 
information to ^other persons or agencies, subject: to the quali- 
fications set* forth in 4.6 regarding safeguards of the student's 
rights ^when he reaches legal age. 

4.6 With respect to the problem of a student's age and his legal 
rights, the following '^ exceptions should be made to the princi- 
ple of parentalx^conseat : * 
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4.6 •! When a student reaches the age o£ eighteen and no 
longer is attending high school, or is married 
' (whether age eighteen or -not) , his or her consent 
alone must be obtained. 

4.6.2 This includes the right to deny parental access to 
his records. 2 ' ^ 

4. 7 Eit'her a child, or his. parents or 'guardian, or their l^gal 
' representative, may have access to the official administra- 
tive record (Category ''A'' above) . Parents may have access to 
Cate'gpry "B*' data. Students may have access to Category, "B" ■ 
data \Vith parental permission. 

"4. 7.1^ This rule is subject to the quali^^ications regarding age 
^ and consent specified in 4'.6, 

4.7.2 This rigli^t of access includes the right to challenge 
the validity of information contained in the record 
through procedures to be developed by the school and 
involving a formal review process incorporating due 
process principles. (See 3.3) 

4.8 The school may provide anonymous data from its record^lfor out- 
side research purposed without consent under conditions where 
the likelihood of identifying any individual because of his 
unique characteristics is negligible, x ^ 

4.9 School districts often face instances in which governmental 
agencies, local, state and federal, mandate the release of 
information on individuals. The principle of informed con- 
sent should apply ia all cases except those involving school 
responsibilities under existing child abuse or neglect statutes. 
Governmental agencies, in mandating the provision^ of informa- 
tion should abide by the recommendations herein contained to 
assure the rights of privacy. Where identification of 'indi- 
viduals is nevertheless legally required, with or without con- 
sent, it is recommended that written protest be made' by* the 
local educational agency to the requesting agency, that parents 
be informed of the specific information which has been provided, 
and that legislative redress be sought^. For Category ''C" infor- 
mation the principles^ enumerated in 4.2.2 and 4.3.3 shall apply. 



Twenty-one remains the age of eff/ctiv^ consdnt for many 
purposes in most states. ^Our recx)mme.ndations arfe premised . 
on the social and educational interests of students and 
parents and not on any particular view of the various local 
laws. We urge s.chool authorities to'^seek _counsel to deter- 
mine whether significant legal difficulties might arise from 

these recommendatioT)S under applicable state law. 

« 
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IMPLEMENTATION 

Comments , . ♦ - . • 

It will be 'apparent to experienced school administrators 
that many of the preceding recommendations will result in increased 
administrative as well' as financial burdens on schools. The task 
was to outline as clearly as possible the basis and intent of the 
various principles without attempting to taken into account the spe- 
cial circumstances of individual schools or school systems. It is 
impossible to anticipate all of the possible practical difficulties 
that might be created by these recommendations in different settings. 
Each school system, therefore, must consider the recommendations in 
.light of practical realitites ^it faces. For some systems, already 
hard-pressed to meet their primary obligations, implementation of 
some of the recommendations simply may be out of the question in 
the immediate future. On the other hand, many of the principles pre- 
sented above will impose little, if any, additional expense or ad- 
ministrative hardship. 

It should be noted, for example, that most of the recommen- 
dations contained in Section IV, pertaining to dissemination of in- 
formation about pupils, do not require any specific positive actions 
or new administrative procedures on the part of school systems or 
school personnel. Rather, they provide a set of explicit guidelines 
for the use of school personnel in dealing with requests for informa- 
tion that are now handled on an ad hoc basis in many systems. If 
anything, many of the recommendations contained in this section will 
reduce the workload of school personnel, since they place the burden 
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of .proof on the individual requesting the information, and not on ' 
the school. 

,0n the other hand, consent procedures, the administration 
of security and the periodic updating of pupil records, i^f thorough- 
Iv carried out, arc likely to -require considerable effort on the 
part of school personnel. In addition to ethical and. legal obliga- 
tions on school officials, we believe that such effort and probable 
additional expense will pay significant dividends in tdrms of in- 
creased confidencp in schools on the part of parents and children. 
In light of current pressures to make schools more responsive to 
their constituents such an outcome would appear to be highly desir- 
.able. Of equal significance is the g))al of establishing procedures 
that will increase the opportunities available to every child in the 
system and ensure that these op^portunit ies are distributed equally 
among children of all abilities, races, cultural backgrounds, and 
family circumstances; for example, by increasing the availability 
of a second c.hande to children who begin their schooling with handi- 
caps of one ^ort .or another. 

The following sections are included to assist in interpret- 
ing and implementing the preceding gu.iidelines. In each section, hypo 
thetical cases are provided as examples of concrete actions that 
might be taken, by school per^opnel ih accordance with the recommenda- 
tions. These cases are not ^intended to be exhaustive of the range oT 
possible events or school system responses to such occurrences. Nor 
do they, .in all cases, lead to s'iiriple solutions. "Hard cases make 
bad law"; goes the lawyers' aSage. But hard cases may play an impor- 
tant role ifl testing the practicality and utility of policy recommen- 
dations. ' . 



Finally, as we have .noted, implementation of these pri'n- 
ciples will require* the development o^ far more detailed and speci- 
fic procedures, rules and organizational arrangements than it is 
possible or desirable to outline in this document. While recogniz- 
ing that the developr^ent of such rules anjfi procedures is a*1natte'r 
for local determination, school systems aVe urged to give serious 
attention ,to the process by which these rul^s and procedures will* . 
be established. 

^ In keeping with the increasing demands for participation 

by students, parents and community leaders 'in the governance and* 
rule making in the school, we urge that the very drawing up of such 
a code for the definition, operation, maintenance and disposition o 
sensitive school records should be subject to student participation 
within the school and to various kinds of .consultative referenda or 
clearance with key parent-teacher associations, community action 
groups and professional associations within the community. The 
issuance, by administrative fiat, of a set of ruJLes by the school 

< 4 

system, carries with it the danger of ensuring misunderstanding by 
the various populations whose trust and go.od will must be linked wi 
the system if it is to operate with maximum effect. . 
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CASES 



(1) The .superintendent of schools, upon the recommendation, of 
.^taff specialists in measurement and evaluation, proposes 
a syst(?m-wide testing pro^jram involving the periodic admin- 
^istration of standardized aptitude and achievement , tests to 
all pupils at a givca, grade level. 

Response : Such exAminnt ions may be administered without ob- 
taming the separate consent of each parent and child. It 
is sufficient if the school board or other agency respon^^i- 
hlc for the conduct of sphQOl 'af fa irs and representative of 
the community has approved the program. (See generally 1,2) 
It is, nonetheless, VecomnuuJed that' parents receive periodic 
"notice in writing of such prog:raps ,; cogether with a bMef de- 
scription of their purpoj^es. (Seb Sample Form A) Moreover, 
interested parents pnd-others in the community should be 
given reasonable opportunities to challenge such programs be- 
fore the' approving agency-. .(See- 1.6) 



\ 
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(2) The superintendent oT schools, upon the recom'mendat ion of 
staff specialists in guidance and counseling, proposes to 

: duct a- pro.gram' of personality testing and assessment, 

- Response : Such programs shoul^l be conducted only with the 
• prior written consent o'f parents md/or children • (See 
" generally -1 . 2. On the form and source of consent, see 1.5- 
l.S, tee also Sample Form' B .) - Special Note : Sections 1.2.1- 
1-2.3 were deliberatelry intended to be vague concerning certain 
kinds of information gathering ^procedures , including the admin- 
istration of standardize'd intelligence tests • Some school sys- 
tems may wis'h to place such tests in the same category- as per- 
sonality tests, thereby necessitating the. solicitation of written 
consent of parents an|l/or children prior to their use in the 
' school. . ^ , 

• ' / ' * ^ 

(3) :\* teacher wishes to administer a standardized test designed to 
diagnose individual difficulties in reading achievement to her 

. pupils. , ' ' 

Response : The teacher should seek the approval of appropriate 
school authorit ics, befare administering the test. In addition, 
i't is recommended that the school board or other agency respon- 
sible for th6 conduct of school affiars, acting^^on the Recommen- 
dation, of s-taff specialists in measurement and evaluation, or 
outside consultants, issue a roster of approved instruments for 
lise in such -situations by individual teachers. In accordance 
with 1,.6, however, the teacher 'should inform parents periodically 
of the use arid purpose of such, tests. (See Sample Form A) 
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(4) The school psychologist^ or an individual counselor wishes to 
administer a 'standardized personali-ty inventory to a pupil 
who is experiencing difficulties in getting along wl.th his 
^ ' classmates. * 

^ * Response : Prior written consent of'^he child's parents must 

be obtai;ied before such tests may bef administered. (Sample 
Form may be used. ^ See generally L.^. Should consent be 
withheld, see 1.7.4 for possible remedial actions and precau- 
tions.) A 

. V (5) An educational research institute seeks permission from local 

:4chool -authoirities to administer a questionnaire to high school 
students. 

jt « • 

R esponse : the requirements of 1.2 relating to the necessity of 
^ consent ,must be satisfied. Morepver, the consent of responsible 

school^, authorities must first be obtained. (See gene/ally 1.8) 
These requirements should not be waived or varied even if the 
information is to be collected under conditions of anonymity 
fl.S.l). Compare 4.8* for situations in which anonymous data 
are requested from existing school records . 

\ (6) A well-known psychologist requests permission from school 

authorities to conduct a program of research involving the 
collection over time of data from individual pupils within the 
school. 'Although the general procedures and'goals of the re- 
♦j ■ search are clear, the exploi^atory nature of the research makes 

specification in advance of all data to be collected impossible, 
the, psychologist seeks blanket permission to proceed with the 
research without obtaining new parental consent every time he 
wis.}ie§ to pbllect newv information. 

Response : Initial individual consent must be obtained from 
\. " /pa^-ents. Consent must also be obtained from students if they 

) ^ ^lave reasonably .competent to understand -the nature and conse- 

^ , < quences of their decision. (See 1.2.2,. 1.4, 1.5 and 1.7) In 

^ > V' securing this consjent, the procedures and goals of ^ the research 
must be specified as clearly as possible (1.3). Parents, (and 
pupils whefe appropriate) must be informed that additional in- 
formation may be solicited in the future without their subse- 
' queat individual consent. Moreover, eaqh time additional data 

are ' sought' by 'the researcher, pupils Wst be reminded that they 
' . tfre under no obligation to continue participating in the research. 
Einally, parents irtust be notified periodically of the types of 
dat4^ being collected, be given an opportunity t)o withdraw from 
the pro^rim, and to request that all data be destroyed. 

' (7) A teacher asks the school psychologist for advice about a pupil 
. who is receiving failing marks despite very high scores on 
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intelligence tests. The teacher reports, ''This pupil can 
do the work, but he seems to doze in class all the time. 
There's something wrong with him," Should the psychologist 
make any record of this observation? If so, in what category 
does it belong? What further steps are indicated? 

Response : Such observations fall into Category C (2.3) and 
should not be entered onto the student's permahent record 
until fully investigated, verified, and determined to be of 
continuing usefulness to the school. In this case, since 
the information is likely to serve as an aid in interpreting 
information already contained in the pupil's record, namely 
his grades, the psychologist should investigate further, keep- 
ing in mind the consent constraints imposed by 1.2 and 1.7, 
and notify the child's parents of the outcome of the investi- 
gation should It result in an entry in Category B of the pupil's 
record. ('See 2.3.1) 

(8) A student reveals to his counselor that he is having a great 
deal of trouble concentrating on his schoolv/ork because his 
father gets drunk every night and quarrels violently with his 
mother. He is worried that his mother may be in physical 
danger and solicits the aid of the counselor. 

Response : The counselor should first try to reach the family, 
in thi^ case the mother, by helping the phild see the possible 
value of such contact . ^ Failing in this effort, the counselor 
should inform the chil<? of appropriate community agencies for 
•'assistance. Disposition of the counselor's personal record of 
the child's remarks is covered by 2.4, except insofar as the 
counselor has evidence of parental behavior towards the child 
which would require a report to the authorities under local 
child abuse of neglect statutes. (See 4.9) 

(0) The 'parent (or guardian) of a sixteen-year-old student is con- 
cerned about his child'.s school performance. He asks to review 
the child's entire school record. 

Response : The parent should be permitted to examine those por- 
trons of the child's record described in Categories A and B 
(2.i and 2.2). He should not be permitted to review those 
materials described under Category C (2.3). It is recommended 
that competent professional assistance should be available to 
explain to him the meaning and implications of the materials , 
he is permitted- to examine. (See 4.7) 

The parent (or guardian) t>f a married student, aged sixteen, ^ 
seeks to review the^ student ' s school records. . ♦ 

Response : The 'parent or guardian of a student who is maifried, 
or who is eighteen and no longer attends high school, should be 
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;>M'nitted to examine ^the student's records only with the 
;;ritten conseiit ot the student. (See 4. 6) 

(11) A prospective employer telephones the local high school and 
asks: for information aboUt the marks, behavior, etc., a 
ft coat ::raJual<^ of the hrgh school. 

spon> c : Xt person, Qther than those liste'd in 4.1, should 
he porn^rtted access to a student's school records without the 
prior written consent of the student and/or his parents. -For 
the and appropriate source of consent, see 4.3, 4.6, and 

Sample Form E. Oral c^omments^by members of t^e school s^taff 
should be subject to tHese same limitations-. Even i£ an -^nprof- 
prj^te .nrm of consent has been obtained, ft is recommended 
thar information not he provided by telephone. Information 
should' givcrt from school records only after the recipient 
has been properly identified and only if the records' custodian 
1- reasonably confident that the recipient will understand the 
meaning of the information that is provided. 

(IZ) \ sociaJ wockc'c employed by the local city government seeks to ^ 
exanine the school records of a child whose family is a client. 

Response : ,No person other than those listed in 4.1, even one 
enployed by locaV^^state or federal authorities, may examine 
a child's records without the prior j^ritten consent of the 
child and/or parent. If such consent is denied, the petitioner 
must seek an appropriate court or administrative order. 

^(13) An unmarried seventeen-year-old high school stv^dent seeks to ^ 
examine his school records. His parents Rave not submitted an 
appropriate form of consent. 

Res ponse : A student, even if unmarried or less than, eighteen , 
years of age, should be permitted to examine those portions of 
his records described under Category A. (See 2^1) He should 
' be permitted to examine Category B materials (See 2.2) only with 
the priof' written consent of his parent or guardian. (See 
generally 4.1 and 4.7) * 

14) \ college professor seeks petmission from local school authori- 
ties to use student records (including identifying data) for 
research on^the relation between high schbol grades and parti- 
cipation in extracurricular activities. 

Response : Neither the possible importance of the study nor 
the difficulty of obtaining appropriate forms of consent should 
permit school authorities to waive the requirement of prior 
'.vritten consent from each of the individuals whose records are 
nought to be }\:ed. (See generally 3.4) 
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(15) A federal security agent asks the school principal for infor- 
mation about the patriotism, loyalty, and emotional aW mental 
stability of a student who was graduated from/high scho^ol ten 
years ago. 

Response : The principal m^y not provide any in-formation without 
the written tonsent of the individuad about whom information is 
sought. If such consent is denied, school rdcofds' may be exam- 
ined only by an appropriate court or admini>strative order. 
(See 4.2 and 4.6) Moreover, it is recommended that schools 'de- 
stroy such information when a pupil leaves school, or retain it 
only under conditions of anonymity for research purposes. (See 
2.2.2 and 3.4) 
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SAMPLE FORM A 



ROUTINE INFORMATION LETTER TO BE SEN'T HOME AT THE 
BEGINNING OF EACH SCHOOL. YEAR OR AT TIME STUDENT 
ENROLLS DURING YEAR 



Dear Parent, 



In accordance with the recommendBt ions of the Superin- 
tendent of Schools ajid the director of Measurement a'nd Evaluati-oiK . > 
the Board of Education has approved/a* city-wide testing program ^^^^ 
designed to provide information concerning the proficiency of all 
children in the district on* standardized tests of academic achieve- 
ment' and aptitude. ^ 

The resQlts. of these tests provide a continuing' record 
of ea<^hj child's academic progress in comparison with national norms. 
They are also an invaluable aid to your child's teachjfer and counse- 
lor in diagnosing individual strengths and weaknesses in- order^ 
provide^ more, effective individualized instruction. During the 
coming school year the following tests will be admi^nisterpd to 
child as part? of this program: ' ^ 



to 



Qur 



lEXAMPLE 



Name of-Test^ 

Iowa Tests of Educi^^onal 
Development, Grade' 10 

Terman-Mcf^emar Test of. 
Mental Ability . 



Purpose - 

Measurement of achieve -'^ 
in'mathematics, English, 
basic science 

Measurement of verbal and' 
mathematical aptitude 



Your child's scored' on these test^s'will be checked "^are^ 
fuHy and maintained* in the school record as long as.-your child 
attt^nds school in this system. Should your child transfer to another 
school system, you will be notified of the transfer of his or her 
permanent recoitd to the new school system. No individual or 'agency 
outside of the schooi^ system will be permitted to inspect yoiir v:^jld's 
school record without your written permission . ' 

V Should you wish to examine yo'ur child's record file at^any 
time you may arrange to do so by making'^'an appointment with the prin- 
cipal's office. (In addition, a' routine report and'« interpretation of 
your child's scores on the above-mentioned tests will be included as 
part of the second term grade rej)ort.) 



Sj.ncerely^ 



J 
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SAMPLE- FORM B 



REQUEST; FOR PERMISSION TO COLLECT PERSONAL DATA 

SPECIAL REQUEST FOR PERMISSION 
' JO COLLECT PERSONAL INFORMATION 

In order-.±o ^.provide your child with more effective 
guidaace and counseling services, your permission is requested 
for the coirection of the following kinds of personal information 
tr^m your, child. ^ - • >- " • 

Type of„ information 'Description Permission Permissioh • 
! orj;est and Purpose ,'Granted Denied 

Minnesota Multiphasic 

Personality Inventory • ' Q [— ] 

Kuder Preference - • 

.Record fEXAMPLEI □ □ 



Wrenn Study ^Inven^ory 



□ □ 



Family Background 

Information * j— j 



Because of the sensitive nature, of this information, all 
test scores and related infofma.tion. will be treated with complete 
confidc?ntiality. Pnly. parents and authorized school personnel will 
be^permitted access to 'this information without parental cqnsent. 

Please check the appropriate box signifying your approval 
or^ dj,sapproval' of this request, sign the form in the space below, 
and return m the enclosed envelope. 



Parent's Signature Date' 
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SAMPLE FORM C 



. • - \ 

RECORD OF INSPECTION OF PUPIL RECORDS . ^ 



Date: 



Recorcis Examined: 



(Name of pupil or pupils) 



Records Examined By: 
Purpo<;e: 
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'SiVMPLE FORM I) 

NOTIFICATION OF TR.\NSFER OF PERMANENT PJUPIL RECORD 
V ■ ' ^ . TO AMOTHER^vSCHOOL SYSTE^ . i » 

DdCLY Parent, , " ^ , . 

. You are Kereby not if ied of the pending transfer .(X^. . 
( name of pupil ) ^ s permanent school record -to ( name ^of school 
dist rict) in ( location ) , > ^ 

Should you wish to receive a ^copy of the^recprd to ' ' 
be transferred please return the boflon pp^'tion ^of • this forifi 
with your signature by (date). ' ' ^ * 



Sincerely, 



Pr,inci,pal'/ 



I wish to receive a copy of the school record of 
who is my (son) -(daughter) 



(Please print name of pupil) 
(legal ward) . 



Parent * s Signature Date 

* 

Address to which transcript should be sent: 



r 



SAMPLE 'form E 



" \ • ' i 



.'•-REOTIEST FQ)R PERMISSION TO RELEASE PERMANENT 
^ ^^SPHOOL RECORD TO THIRD, PARTY 



f Dear Pare'nt, 

We have receaved a request frgm 



, ' (name of requesting individual,, agency, etc,) 

for a copy .of (^access to) C namc of pupil ) 's school record. 

Please indicat.e in the space below whe'ther you are 
willing for us to comply with this request. 



■ * ( Name of requesting party J may have a copy of (access to) 
the following parts of ( name of pupil )'' s record: , 

* Official Administrative Record (name, address, 
V birthdate, grade level completed, grades, class 

. * 4' ' ^^^^^^^anding^ attenda^ice record) 

D Standardized Achievement T.est; Scores 

□ Intelligence and Aptitude Test Scored 

I I Personality and Interest Test Scores 

Q Teacher and Counselor Observations and Ratings 

[ I Record of Extracurricular Activities 

[~] Family Background Data 



/- Parent's Signature Date 
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